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Booking Südtirol was created as an alternative to international booking portals 

and charges less service fees from our members.

WHY DO SCRAPERS TARGET OUR PLATFORM?

Why do scrapers target our platform?

15–20%Service fee per stay ~14% 9% 0%

Most of the time we can offer the cheapest bookable price.

This makes us an interesting target for scrapers and price comparison services.



Step 1

Fetch availabilities for each month

HOW TO SCRAPE ALL PRICES
FOR A SPECIFIC ACCOMMODATION

Why do scrapers target our platform?



Step 2

Retrieve prices for all possible arrival and departure days for the provided guests.

Why do scrapers target our platform?



Adults: 2

Maximum possible stay: 60 days

How many API calls are necessary to retrieve all prices for the next year?

12 months * 30 arrival days * 60 departure days = 21,600 API calls

What if we multiply this number with all 2.550 bookable accommodations?

2,550 accommodations * 21,600 API calls = 55,080,000 API calls

This calculation does not consider other possible occupancies.

Also, prices change constantly.

CASE STUDY

Why do scrapers target our platform?



Increased load on our web services

Higher cloud computing cost

Price calculation is an expensive operation and currently a bottleneck

They can provoke service degradations

Countermeasures can also affect real customers

HOW SCRAPING BOTS AFFECT US

Why do scrapers target our platform?



Countermeasures
Our bot protection journey



Good

Easy to setup

Their service blocks many bad actors, not only scrapers

Effective against headless browsers

Free captcha alternative (Turnstile)

Free CDN

Bad

Advanced bot fight mechanisms and API protection only availble in enterprise mode 

(5.000€/month)

“Under attack mode” broke our website

GDPR issues

CLOUDFLARE

Countermeasures

https://www.cloudflare.com/products/turnstile/


WEB APPLICATION FIREWALL RULES

Countermeasures



GOOGLE CLOUD



Create a blacklist of malicious IPs

Issues

Scrapers switch IP addresses 

constantly

Lookup table performance hit

False positives blocking legitimate 
users behind corporate networks

IP BLOCKING

Countermeasures



An identifier for a collection of IP 

networks and routers under the 

control of one entity.

Good for blocking whole ISPs, VPNs 

or hosting providers

− Hetzner, OVH, HostRoyale

− AWS, Azure, GCP

− NordVPN, Mullvad

Use https://ip-api.com/ to analyse

IP addresses

ASN BLOCKING

Countermeasures

https://ip-api.com/


USER-AGENT BLOCKING

User-Agent header can be spoofed

Rate limiting is better than blocking



Sophisticated bots
How do they operate?



SCRAPING AS A SERVICE

Web scraping is so lucrative that it has spawned a whole new industry “scraping-as-a-

service.” These companies provide bypasses to bot defenses.

Sophisticated bots



Source: Resident Evil: Understanding Residential IP Proxy as a Dark Service

https://ieeexplore.ieee.org/document/8835239

RESIDENTIAL PROXIES

Sophisticated bots

Many proxies run on likely 

compromised hosts: 

− Router

− Webcams

− Media storage devices

− Phones

Volunteers can act as 

proxies and get paid for it

Free VPN services
Example of multiple IP addresses crawling prices concurrently from different 

countries to avoid being blocked

https://ieeexplore.ieee.org/document/8835239


BOT FARMS

Sophisticated bots

These cyber farms have been hugely active in war and politics.

Source: Ukraine Police Busted Bot Farms of Pro-Russia Propaganda; 150,000 SIM Cards Seized

https://cybersecuritynews.com/ukraine-police-busted-bot-farms/

https://cybersecuritynews.com/ukraine-police-busted-bot-farms/


Countermeasures
How to protect against these new kind of threats?



Randomly changing URL parameter names and introducing new parameters to confuse the bot 

developers. Example:

Before: /prices?arrival=2024-12-01

After: /prices?arrival=2024-12-01&booking_id=h9y2i5k

Bots reveal themselves by using older parameters, so their requests can be blocked 

through the application logic.

Drawback: scrapers can adapt their code to take the API changes into account.

CHANGING THE API

Countermeasures

https://api.example.com/prices?arrival=2024-12-01
https://api.example.com/prices?arrival=2024-12-01&booking_id=h9y2i5k


Introducing a hash code URL parameter: 

/prices?arrival=2024-12-

01&hash=yZbcZl4kfpz…

Browser calculates hash

Server verifies hash

If validation fails, block request as it’s a 

bot

This mechanism worked well for 

months, until the scrapers became 

more sophisticated.

CHANGING THE API: PART TWO

Countermeasures

https://api.example.com/prices?arrival=2024-12-01&hash=yZbcZl4kfpz
https://api.example.com/prices?arrival=2024-12-01&hash=yZbcZl4kfpz


Scriptable, fully-fledged browser

Allows to extract data from rendered page

Can imitate regular user behavior

More resource-intense than traditional scraping

HEADLESS BROWSERS



Limit number of requests within a certain 

period of time, e.g. 1 minute, block 

exceeding requests

Possibilities: limit by IP address, User Agent, 

country or globally for all users

Drawback

It can also block legitimate users who make a 

lot of requests

RATE LIMITING

Countermeasures



Web scraping is generally legal, but can be illegal 

in some cases

Similarities with denial-of-service attacks

Identifying perpetrators can be challenging

LEGAL ACTION

Countermeasures



Captchas

Machine-learning based traffic detection and blocking

Serving fake data to scrapers

Requiring login

Throttling

OTHER MEASURES

Countermeasures



Takeaways

“By three methods we may learn wisdom: First, by 
reflection, which is noblest; Second, by imitation, which 
is easiest; and third by experience, which is the 
bitterest.“ - Confucius



Provide a valid HTTP referrer or User-Agent identifying your application

Respect robots.txt

Respect terms of service

Do not bypass protection mechanisms

Use official APIs

− Scraping is inefficient and bad for the environment

Keep request count low to not overload systems

Example Usage Policy: https://operations.osmfoundation.org/policies/nominatim/

IF YOU ARE A SCRAPING

Takeaways

https://operations.osmfoundation.org/policies/nominatim/


It’s impossible to completely block scrapers for public content

− Don’t try to block them all (protect your mental health)

Use a Web Application Firewall

You can make their life harder by

− constantly changing your API

− rate-limiting by IP address, User-Agent, referrer and countries

− blocking ASNs from known VPNs and hosting services

Leverage caching

Add legal note about scraping in your general terms and conditions page

Monitoring and alerting is important

IF YOU ARE BEING SCRAPED

Takeaways



Thank you
for your attention.
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