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1. Our old setup

2. Our new setup

3. 1Password Connect

4. Terraform - Secrets Management

5. Kubernetes - Secrets Management
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Our old setup
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Our old setup

Infrastructure Setup:

• Manually using web interface


Server Setup:

• Stored in a central Git repository

• Executed locally

• Using Ansible Playbooks


Deployments:

• Stored in every project Git repository

• Executed using GitHub Actions

• Using Ansible Playbooks
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Our old setup

Pros:

+ Easy to setup and use

+ Testable on local environment

+ Incremental updates for the single servers


Cons:

- No synced state of code and infrastructure

- No green/blue deployments

- Hard to scale

- Secrets stored in GitHub Secrets
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Our new setup
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Our new setup

Infrastructure / Server Setup:

• Planning triggered using GitHub Webhooks

• Execution triggered using PR comments

• Executed by Atlantis using Terraform


Deployments:

• Executed by GitHub Actions using kubectl 
commands
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Our new setup

Infrastructure as Code

+ Increased efficiency

+ Reproducibility

+ Consistency

+ Version Control

+ Collaboration

+ Scalability


Kubernetes

+ Green/blue deployments

+ Scalability

+ No required adaptations for our applications
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What about 
secrets?
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What about secrets?

• How can we provide secrets to Atlantis and 
Terraform for setting up the infrastructure?


• How can we provide secrets to a deployment 
of an application inside Kubernetes?


• How can we ensure a secure strategy for our 
secrets?

- Secure Storage

- Access Control

- Encryption

- Automation
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1Password 
Connect
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1Password

• A secure and encrypted password manager


• It allows users to store and manage passwords 
and other sensitive data in a vault


• The platform uses end-to-end encryption, 
ensuring only the user can access their data


• White Paper: https://1passwordstatic.com/
files/security/1password-white-paper.pdf

https://1passwordstatic.com/files/security/1password-white-paper.pdf
https://1passwordstatic.com/files/security/1password-white-paper.pdf
https://1passwordstatic.com/files/security/1password-white-paper.pdf
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1Password Connect

• Provides REST API to securely access data 
from your 1Password account


• Access of the Connect server to the 1Password 
Cloud is secured by a credentials file


• Access of the application to the Connect server 
is secured by access tokens
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Why is there a dedicated server required?


• Key handling: 
Under the hood the secret key and master 
password are only used to decrypt other keys.


• Rate limiting: 
1Password cloud has very strict rate limiting. 
The Connect server operates as cache.


• Reliability: 
The connect server can still respond to 
subsequent calls, even if the 1Password cloud 
is offline.
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1Password Connect
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1Password Integrations

Integration

Vaults: 
Permissions of integration

to different vaults

Access Tokens: 
Permissions of access token

to different vaults
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Terraform

Secrets Management
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Terraform - Secrets Management

Vault

Item

Field
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Terraform - Secrets Management

• Official provider: https://registry.terraform.io/
providers/1Password/onepassword


• Only one single secret required to be stored in 
Atlantis


• Secrets from 1Password can be used to set up 
other providers

https://registry.terraform.io/providers/1Password/onepassword
https://registry.terraform.io/providers/1Password/onepassword
https://registry.terraform.io/providers/1Password/onepassword
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Kubernetes

Secrets Management
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1Password Connect Kubernetes Operator

Provides the ability to integrate Kubernetes with 1Password
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Kubernetes - Secrets Management

Step 1: Create an item in 1Password with the required secrets

Vault

Item

Field
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Kubernetes - Secrets Management

Step 2: Create a OnePasswordItem pointing to the 1Password item
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Kubernetes - Secrets Management

Step 3: The 1Password Operator automatically creates the according secret
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Kubernetes - Secrets Management

Step 4: Use the secret in a deployment
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1Password Family

First year for free! 🎉
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